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Abstract

This paper examines Russia’s hybrid warfare tactics against the Western Balkans, focusing on using
direct and indirect methods to exert influence in the region. The study delves into Russia’s strategic
use of media manipulation, cyberattacks, and disinformation campaigns, alongside its employment
of proxy state and non-state actors such as Serbia, Republika Srpska, and the Serbian Orthodox
Church. Leveraging historical, cultural, and religious ties, Russia seeks to destabilize the Western
Balkans and prevent closer integration with NATO and the European Union. Special attention is
given to the geopolitics of elections, where Russia manipulates electoral processes in countries like
Montenegro and North Macedonia to favour pro-Russian or anti-Western political forces. By
analyzing key case studies, this paper explores how Russian hybrid warfare exploits regional
vulnerabilities—such as ethnic divisions and weak political institutions—while employing tactics of
soft power and military cooperation. The findings indicate that Russia’s hybrid warfare, including
electoral manipulation, poses a significant threat to regional stability and international security,
underscoring the need for strengthened Western engagement to counter Russian influence. This study
offers critical insights into the evolving nature of hybrid warfare and its implications for the
geopolitical landscape of Southeast Europe.
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Introduction

The Balkans as a whole, and the Western Balkans in particular, have consistently been targets of
Russian expansionist ambitions. These intentions extend beyond mere territorial aspirations; they are
deeply intertwined with historical, cultural, and geopolitical factors. During the era of Tsarist Russia,
the philosopher Aleksey Stepanovich Khomyakov, a prominent Slavophile, published a controversial
article titled “On the Old and the New” in 1839. This work articulated a vision for a Pan-Slavic
empire that sought to unify Slavic peoples under Russian leadership, reflecting an enduring ambition

that would shape Russia’s foreign policy for generations (Rakitin, 2013).

Khomyakov’s philosophy laid the groundwork for subsequent Russian efforts to forge an empire
stretching from the Pacific Ocean in the East to the Adriatic Sea in the West. This vision encompassed
not only the eastern borders of Austria and Prussia but also extended to Norway (Rakitin, 2013).
Franjoh Zah later proposed a project aimed at consolidating the Slavs of the Balkans into an empire,
which was envisioned to unfold in two phases: first through “liberation wars” and subsequently
through ethnic cleansing of territories deemed as “Slavic living space” (Batakovic, 2014). The
principles outlined in works such as “Nacertanije” (1844) by Ilija Garasanin and the Bulgarian

Otogefanos program further illustrate this imperial ambition (Batakovic, 2014).

Despite significant political changes over the years, including the fall of the Tsarist Empire and the
rise and fall of Bolshevism, Russia’s imperial aspirations have persisted. Alexander Dugin’s 1997
book “Foundations of Geopolitics: The Geopolitical Future of Russia” articulates a strategic vision
that seeks to reassert Russian influence globally, particularly in Eurasia. Dugin posits that the
geopolitical landscape is fundamentally divided between “Tellurocracies” (land powers) and
“Thalassocracies” (sea powers), positioning Russia as a primary land power that must counteract
Atlanticist dominance through engaging in strategic territorial expansions, such as the annexation of
Ukraine and the establishment of a “Moscow-Tokyo Axis” to enhance influence in the Far East. He
emphasizes the necessity of using Russia’s natural resources to exert pressure on other nations,
advocating for a geopolitical strategy that includes subversion and destabilization of Western

interests to achieve a multipolar world order where Russia plays a central role.

President of Russia in 2004, in an address following the Beslan school hostage crisis, he expressed

his regret over the collapse of the Soviet Union describing it as a time when “we stopped paying the
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required attention to defence and security issues and we allowed corruption to undermine our judicial

and law enforcement system” (Kremlin, 2004).

Putin further elaborated on his views regarding the Soviet collapse in later speeches and interviews.
For instance, in his 2005 annual address to the Federal Assembly, he famously described the
dissolution of the USSR as “the biggest geopolitical catastrophe of the century” (Dickinson, 2022).
He qualified this statement by adding that “for the Russian people, it became a real drama. Tens of
millions of our citizens and countrymen found themselves outside Russian territory” (Dickinson,

2022).

In a 2021 essay titled “On the Historical Unity of Russians and Ukrainians”, Putin expanded on his
perspective, describing the fall of the USSR as "the disintegration of historical Russia under the name
of the Soviet Union” (Dickinson, 2022). He lamented that “what had been built up over 1,000 years
was largely lost” (Dickinson, 2022).

Putin made it clear that he views the collapse of the Soviet Union as a geopolitical setback that
undermined Russia’s security and influence on the global stage. His writings and speeches disclosed
a desire to reassert Russia’s power and reintegrate former Soviet territories, particularly Ukraine,

into Moscow’s sphere of influence.

Russia’s imperial aspirations are presently being advanced predominantly through unconventional
strategies, which are collectively referred to as “hybrid warfare”. ”. This phenomenon is increasingly

evident as a form of global confrontation.

Nevertheless, this paper will explicitly focus on Russia's hybrid warfare tactics employed in the
Western Balkans. The region’s unique vulnerabilities—marked by ethnic divisions, weak political
institutions, and economic challenges—create fertile ground for hybrid tactics such as disinformation

campaigns and cyberattacks.

Russia’s hybrid warfare strategy employs both direct actions and indirect methods through proxy
actors. Directly, Russia utilizes media outlets like Sputnik and Rybar to disseminate narratives that
align with its interests. Indirectly, it leverages state actors such as Serbia and Republika Srpska
alongside non-state entities like the Orthodox Church and pro-Russian organizations to exert

influence while minimizing direct confrontation with Western powers.
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Figure 1: Uncovering Imperial tendecies of Russia from history

This paper will analyze how Russia’s hybrid warfare methods are employed against Western Balkan

countries and their implications for regional stability.
Research questions
1. What hybrid warfare methods does Russia employ against Western Balkan countries, and

how do these methods exploit the region’s vulnerabilities?

2. How does Russia use proxy actors (both state and non-state) to influence political and social
dynamics in the Western Balkans?

3. What role do elections play in Russia’s geopolitical strategy in the region, and how does
electoral manipulation contribute to its broader hybrid warfare objectives?

The dependent variable focuses on methods of hybrid warfare employed by Russia against Western

Balkans countries.

Methodology

This study adopts a multidisciplinary qualitative research framework to analyze the hybrid warfare
strategies employed by Russia in the Western Balkans. The investigation integrates insights from

various disciplines, including political science, international relations, military studies, and media
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analysis, to offer a thorough understanding of Russia's impact on the region. By employing a blend
of historical-comparative analysis and case study methods, the research delineates the progression of
Russian geopolitical tactics, with a particular emphasis on case studies such as Montenegro and
North Macedonia. These specific instances facilitate a detailed exploration of both overt and covert
hybrid warfare techniques, encompassing media manipulation, electoral interference, and the

deployment of proxy forces.

Furthermore, the study utilizes content analysis to examine the influence of pro-Russian media
platforms like Sputnik and Russia Today, investigating the mechanisms through which
disinformation and propaganda are leveraged to undermine regional stability. This qualitative
methodology, bolstered by an examination of historical records and contemporary geopolitical
theories, fosters a sophisticated understanding of the political and social dynamics that Russia seeks
to exploit. Through this multidisciplinary perspective, the research illustrates that hybrid warfare
transcends traditional military approaches, incorporating elements of cultural, religious, and political

manipulation, thereby highlighting the intricate nature of contemporary geopolitical conflicts.
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Figure 2: Study Methodology

Theoretical background

Hybrid warfare is a multifaceted concept that involves the simultaneous application of conventional,

unconventional, cyber, and informational methods to achieve strategic objectives (NATO, 2020). The




Octopus Journal — Institute for Hybrid Warfare Studies “OCTOPUS”

term “hybrid warfare” gained significant prominence after the 2006 Israel-Hezbollah conflict, which
demonstrated the effective combination of guerrilla tactics with modern technology (Mecklin, 2017).
However, the roots of hybrid warfare can be traced to ancient military strategies. Sun Tzu’s “The Art
of War” emphasizes the use of deception, indirect methods, and adaptability, all of which align with

modern hybrid warfare concepts (Jacobs & Kitzen, 2019).

Hybrid warfare involves the blending of traditional military power with unconventional tactics,
including cyberattacks, disinformation, economic coercion, and political manipulation (Mecklin,
2017; Lanoszka, 2016). This combination allows state actors to achieve strategic goals without
engaging in full-scale conventional conflict, making it a particularly attractive tool for countries like

Russia, which have utilized these methods extensively in recent years.

Russia’s annexation of Crimea in 2014 and its involvement in Eastern Ukraine serve as prime
examples of hybrid warfare. In these cases, Russia employed a mix of cyber operations, information
warfare, and support for irregular forces to achieve its objectives without resorting to overt military
aggression (Muradov, 2022; Lanoszka, 2016). This model of hybrid warfare has been adapted and
applied to other regions, including the Western Balkans, where Russia seeks to undermine regional
stability and prevent integration with Western institutions like NATO and the European Union

(Beraia, 2021).

Hybrid warfare is not merely a military strategy; it is also deeply rooted in the political and economic
vulnerabilities of the target regions. In the Western Balkans, long-standing ethnic divisions, weak
political institutions, and economic underdevelopment create fertile ground for hybrid tactics,
including cyberattacks and disinformation campaigns (Dolan, 2022; Bihari, 2019). Russia has
exploited these vulnerabilities, leveraging its historical, cultural, and religious ties to the region.
Through carefully crafted media narratives and diplomatic efforts, Russia has been able to project
influence and cultivate pro-Russian sentiment, particularly in Serbia and Republika Srpska

(Trifunovi¢ & Obradovic, 2020; Krasniqi et al., 2023; Lanoszka, 2016)

One of the key components of Russia’s hybrid warfare strategy in the Western Balkans is the use of
proxy actors. These include both state actors, such as Serbia and Republika Srpska, and non-state
actors, such as the Orthodox Church, media organizations, and civil society groups aligned with

Russian interests (Lanoszka, 2016). Proxy actors allow Russia to exert influence indirectly,
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minimizing the risk of direct confrontation with Western powers while still achieving its strategic

objectives (Krasniqi et al., 2023).

In addition to proxy actors, Russia has employed "soft power" as part of its hybrid strategy. Soft
power tactics involve the promotion of Russian culture, language, and ideology through cultural and
educational programs (Trifunovi¢ & Obradovic, 2020). These initiatives help to build long-term
influence by shaping the perceptions of local populations, particularly in countries with historical
ties to Russia. Such methods are crucial for implementing Russia’s broader strategic goals in the

region, including weakening the influence of NATO and the EU.
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Finally, it is essential to recognize that Russia's hybrid warfare tactics in the Western Balkans bear
significant similarities to those employed in other regions, particularly in Ukraine and Georgia. In
all cases, Russia has sought to limit the foreign policy autonomy of neighbouring states by
destabilizing their internal political landscapes and undermining their alliances with Western
institutions (Lanoszka, 2016; Muradov, 2022). By using a combination of disinformation,
cyberattacks, and political manipulation, Russia aims to weaken the institutional integrity of these

regions, thereby preventing them from integrating into NATO and the EU (Beccaro, 2021).

The Western Balkans, with its geopolitical importance and historical ties to Russia, remain a focal
point for Moscow's hybrid warfare efforts. Accelerating the integration of Western Balkan countries
into NATO and the EU is seen as a critical step to counter Russian influence and prevent future

conflicts (Krasniqi et al., 2023).

So we can conclude that Russia’s hybrid warfare against the Western Balkans has developed and

continues to operate in two main forms:

1. Inadirect form by Russia itself.
2. In an indirect form through its “Proxy” actors, which are divided into two subcategories:
2.1. Proxy state actors — including states and federal entities.
2.2. Proxy non-state actors — including the Orthodox Church, associations, organizations, various

interest groups, political parties, media, etc.

Federal Entities
States

Interest Groups
Proxy State Actors
i Political Parties

Orthodox Church

Indirect Involvement through

Proxies Proxy Non-State Actors

Direct Involvement by Russia

Media Organizations

Associations

Influence Exertion Efforts

Figure 4: Methods of Russia's Hybrid warfares against Western Balkan
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Models of Russia’s hybrid warfare against Western Balkan

Direct form

Russia, in its efforts to extend its influence through hybrid warfare in the Western Balkans, has

employed tools such as media outlets directly managed by Russia, for example, Sputnik and Rybar.

Additionally, Russia has established associations directly managed by Moscow and has set up so-

called humanitarian military centres. Furthermore, recruitment centres have been created, such as the

Wagner Group’s facility in Serbia.

Media operating in the Western Balkans directly under the auspices of Russia include:

Sputnik — Established in Serbia in 2016, Sputnik was founded in 2014 by a decree from
Russian President Vladimir Putin, who was first in Russia.

Russia Today (RT) — While it does not have an official office in the Western Balkans, RT
publishes news in Serbian and other languages. It functions as a state-sponsored media outlet
from Russia and its news is extensively disseminated by media in the Western Balkans,

particularly those aligned with Russian interests.

RYBAR — This channel publishes military analyses related to Russia’s conflict with
Ukraine, aiming to influence media and public opinion in line with Russian interests.
RYBAR has also addressed issues concerning the Western Balkans, particularly Serbia and
Kosovo. In April of this year, RYBAR announced the establishment of a media school in
the Western Balkans, though it did not specify the location, only noting that teams from
Serbia and Republika Srpska were involved in educational activities related to the Telegram
social network (RYBAR, 2024).

Russia has directly operated in the Western Balkans, particularly in Serbia, through the Wagner

Group, which has also been reported to act violently in Kosovo.

- In late 2022, Wagner officially opened a "cultural centre' in Serbia with the aim of
engaging in informational confrontation with Russian liberals working against Moscow
in Serbia. The centre, called ORLY, appointed Alexander Lisov as its leader, an
individual who had been banned from entering Kosovo. During protests in Leposavic last
year (2023), several individuals were seen wearing shirts displaying the symbols of the

Russian Wagner Group. Additionally, efforts have been made to recruit Serbs. Although
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President Vucic has criticized and denied any connection with the group, he has not
opposed the opening of the centre.

- Russian-Serbian Humanitarian Centre - located in Nis, Serbia, is an intergovernmental
nonprofit organization established on April 25, 2012. Its founding was based on a
cooperation agreement between the Russian Federation and Serbia, signed by the
respective ministers of emergency situations and internal affairs at the time (RSHC, n.d.).
The centre has faced scrutiny and criticism, particularly from Western nations, which
have expressed concerns that it could serve as a cover for Russian intelligence activities.
In 2017, Russian officials sought diplomatic status for the centre, but this was met with
opposition from the United States and other Western countries. They argued that granting
such status could lead to increased Russian military presence in Serbia and undermine the
country’s sovereignty.

Recent reports indicate that there are discussions within the Serbian government about
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potentially changing the status of the RSHC, possibly as a response to pressures to align
more closely with European Union foreign policy and to impose sanctions on Russia
following its invasion of Ukraine. This has sparked debates about the centre's future and
its role in Serbian-Russian relations (FoNet, 2022) (Djurdjic, 2017). This centre is a direct

influence as it is an interstate agreement.

- Military and security ties - Serbia has maintained strong military cooperation with
Russia, which includes the supply of military hardware and joint exercises. For instance,
Serbia has received various military equipment from Russia, such as MiG-29 jets and
Pantsir-S1 air defence systems, as part of a military-technical assistance agreement signed
in 2016 (Zweers et al., 2023) (Ejdus, 2024). This military relationship extends to

intelligence sharing, particularly in areas like counterterrorism and counterintelligence.

- Direct intelligence exchanges: Serbian officials, including the Director of the Security
Information Agency, have reportedly received intelligence from Russian counterparts.
For example, during a recent visit to Moscow, Serbian Deputy Prime Minister Aleksandar
Vulin expressed gratitude to Russian security structures for providing warnings about
potential unrest in Serbia, which the government described as attempts at a coup
(RFE/RL’s Balkan Service, 2024; Ejdus, 2024). This indicates a direct line of

communication and cooperation between the intelligence agencies of both countries.

- Russia’s intelligence cooperation with Serbia also aims to bolster the Serbian
government's stability in the face of domestic protests and Western pressure. The Kremlin
has been known to support Serbian authorities in portraying opposition movements as
foreign-backed attempts to destabilize the government, thus reinforcing the narrative that
Serbia must maintain close ties with Russia for its national security (Stanicek & Caprile,
2023).

Indirect form
The indirect form of hybrid warfare utilized by Russia in the Western Balkans is characterized by the
strategic use of proxy actors. This approach allows Russia to exert influence while minimizing direct

confrontation with Western powers. Proxy actors can be categorized into two main groups: proxy
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state actors and proxy non-state actors. This chapter will delve into these categories, examining their

roles, functions, and implications for regional stability.

e Proxy state actors
Proxy state actors are pivotal to Russia’s strategy in the Western Balkans, allowing Moscow to exert
influence without direct engagement. The cooperation between Russia and states like Serbia and the
autonomous entity of Republika Srpska within Bosnia and Herzegovina exemplifies this tactic. These
actors enable Russia to project its power and destabilize the region by leveraging geopolitical,

ideological and civilizational alignments.

e Serbia as a proxy
Serbia, with its historical and cultural ties to Russia, is a key state actor in Russia's hybrid warfare
strategy. The alignment between Moscow and Belgrade is built upon shared Orthodox Christian
values, Slavic identity, and geopolitical interests. Serbia's military and political ties with Russia, such
as the procurement of Russian military equipment like the MiG-29 jets and Pantsir-S1 air defence
systems, further cement this relationship (Mitrovi¢, 2017). Additionally, joint military exercises such

as “Slavic Brotherhood” underscore this cooperation (Barros, 2021).

Russia also exerts its influence on Serbia through diplomatic channels and intelligence sharing. For
instance, in 2021 and 2024, Russian intelligence warned Serbia of potential unrest, reinforcing the
narrative of foreign-backed destabilization efforts and encouraging Serbia to maintain close ties with
Russia for security reasons (Vulin, 2021; Gotev, 2024). This strategic use of Serbia as a proxy allows
Russia to challenge Western institutions like NATO and the European Union without direct
confrontation. Serbia as an EU candidate signed also an agreement with Russia to coordinate foreign

policy (AP, 2022).

Despite the West’s policy of appeasement towards Serbia, recently Serbia has once again aligned its
approach with Russia against Kosovo, invoking UN Resolution 1244. This has been confirmed by

Zakharov’s calls on Vucic to return Serbian military forces to Kosovo (Musliu & Kugi, 2024).

e Republika Srpska as a proxy entity
Within Bosnia and Herzegovina, Republika Srpska functions as another critical state proxy for
Russia. Moscow’s support for the separatist ambitions of Republika Srpska strengthens its influence

in the region. The political leadership of Republika Srpska, notably under Milorad Dodik, has
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consistently aligned itself with Russian interests, advocating for closer ties with Moscow and

opposing Bosnia’s integration into NATO (Bieber, 2018).

Dodik’s rhetoric often echoes Kremlin narratives, particularly regarding Western interference and
the promotion of pro-Russian policies. This relationship not only serves to undermine Bosnia’s
sovereignty but also destabilizes the broader region by fostering ethnic tensions and obstructing the

integration of the Western Balkans into Euro-Atlantic structures (Krasniqi & Obradovic, 2023).

e Proxy non-state actors
While we previously mentioned some direct interventions by Russia through non-state actors, it is
essential to emphasize the existence of a distinct category of non-state actors that function indirectly
as proxies. This group includes political parties, organizations, churches, media outlets, and other
interest groups that have been established by pro-Russian individuals, are funded by Russia, and
actively advance its strategic goals and influence. Although these actors are legally and officially
independent, they frequently operate in alignment with Russian interests, effectively serving as tools

of its foreign policy under the guise of autonomy.

e Political parties and organizations

Pro-Russian political parties and organizations in the Western Balkans act as conduits for Russian
influence. These groups, often nationalist in orientation, share Moscow’s geopolitical goals of
resisting Western influence and opposing NATO expansion. For instance, in Montenegro, the
Democratic Front (DF) has consistently advocated for closer ties with Russia and has opposed
Montenegro’s NATO membership (Popovi¢, 2017). The DF’s leadership has openly supported
Russian policies and has been accused of accepting financial backing from Moscow (Bami, 2023).

Similar dynamics exist in Serbia, where pro-Russian organizations such as the Serbian-Russian
Friendship Association promote Russian culture, language, and political values. These organizations
are instrumental in fostering a favourable view of Russia and shaping public opinion against Western

alliances.

SNS party that is now in power in Serbia has some figures that are directly connected with Russia
and President of Serbia, Alexander Vucic use them to protect connections with Russia and BRICS

and itself to say in a multi-vector approach.
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In addition to these methods, Russia also employs “soft power” as a potent tool in its hybrid warfare
strategy. This includes the promotion of Russian culture, language, and ideology through cultural
and educational programs, which are designed to influence the mindset of local populations and
foster sympathy for Russia in the Western Balkans. This subtle form of influence is a critical
component in the practical execution of Russia's hybrid warfare strategy, as it shapes public opinion

and strengthens its foothold in the region through non-state actors.

e The Orthodox Church
The Serbian Orthodox Church (SOC) plays a crucial role in promoting Russian influence in the
Western Balkans. With its deep religious and historical ties to the Russian Orthodox Church, the SOC
has often aligned itself with Moscow’s geopolitical interests. The Church’s opposition to Western
liberal values and its support for pro-Russian political movements make it a powerful non-state actor

in Russia’s hybrid warfare strategy (Hudson, 2019).

Through cultural and religious narratives, the SOC fosters a sense of Slavic unity and Orthodox
solidarity, which Russia exploits to bolster its influence in Serbia and Republika Srpska (Bieber,
2018). This religious dimension provides Moscow with a unique avenue to cultivate loyalty and

support within the population, particularly in times of political tension.

e Media outlets
Pro-Russian media outlets in the Western Balkans are essential tools in Russia’s hybrid warfare
strategy. Channels such as Sputnik and Russia Today (RT) disseminate narratives that align with
Russian foreign policy objectives, often focusing on disinformation campaigns aimed at discrediting

Western institutions and promoting Russian geopolitical interests (Dolan, 2022).

These media outlets are instrumental in shaping public opinion and fostering scepticism towards
NATO and the European Union. In Serbia, for example, Sputnik has established a significant
presence, providing a platform for pro-Russian voices and reinforcing anti-Western sentiment (Judita
Krasniqi et al., 2023). By controlling the flow of information, Russia can maintain a favourable

public image while undermining the credibility of Western alliances.

Based on the Bureau for Social Research (BIRODI) they inform that at least 41 media are influenced
by the Vucic regime and consequently by Russia (Geopost, 2024). Surveys indicate a strong pro-

Russian sentiment among Serbian citizens, with many attributing blame for conflicts like the war in
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Ukraine to Western powers rather than Russia. For instance, a survey found that 66% of Serbians
believe the West is responsible for the war in Ukraine, while only 21% blame Russia (Zweers et al.,
2023).

Case study 1: Hybrid warfare in Montenegro

Montenegro, a small territory with a coastline of 293.5 kilometres and a maritime space of 2,540
square kilometres, is far more than a geographic fragment. It represents a geostrategic point of
significant interest for major global powers. Following the dissolution of empires and the
conclusion of World War |, Serbia took advantage of the political vacuum left by King Nikola's
departure to annexe Montenegro. In December 1918, Serbia swiftly imposed its influence,
orchestrating a referendum and convening a Montenegrin assembly. This assembly was used to
rubber-stamp Montenegro's union with Serbia before being dissolved shortly thereafter (Pavlovic,
2008; Littlefield, 1922). This act of forced incorporation marked the beginning of a long-standing
Serbian influence over Montenegro, which persisted throughout the 20th century, with Montenegro

only regaining full sovereignty at the dawn of the 21st century after the dissolution of Yugoslavia.

By the late 1990s, under the leadership of Milo Dukanovi¢, Montenegro began to chart a path
towards Western integration, gradually distancing itself from Serbia and Yugoslav leadership.
Djukanovic and Svetozar Marovic, following a visit to the Pentagon in 1995, offered the Port of
Bar for logistical support to international peacekeepers in Bosnia and Herzegovina, positioning
Montenegro as an independent actor on the international stage (Morrison, 2018). This move
positioned Djukanovic as a key figure in Montenegro’s journey towards NATO and European
Union membership, a process fraught with challenges, including an assassination attempt on his
life. Djukanovic negotiated to limit NATO airstrikes on Montenegro during the 1999 NATO
bombings of the Federal Republic of Yugoslavia (Morrison, 2018), maintaining a diplomatic stance

that strengthened Montenegro’s ties with the West.

The refusal of Montenegro to allow the installation of a Russian military base at the Port of Bar in
2013 and 2015 further solidified the country’s Euro-Atlantic orientation, deepening tensions with

both Russia and Serbia. As Murati (2014) argues, these actions were seen as a geopolitical challenge
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to NATO, altering the balance of power in the Adriatic. Efforts to thwart Montenegro’s NATO
accession culminated in a 2016 assassination plot against Djukanovic, which involved Serbian and
Russian operatives. 20 individuals were arrested in connection with the plot, including former
Serbian gendarmerie leaders and two Russian nationals (Tomovic¢, 2018). Despite these challenges,

Montenegro successfully joined NATO in 2017, solidifying its commitment to Western structures.

The 2020 parliamentary elections marked a turning point in Montenegro’s political landscape,
ending the long dominance of the Democratic Party of Socialists (DPS). The victory of the “For the
Future of Montenegro” coalition, led by Zdravko Krivokapic, brought a dramatic shift, with a new
government supported by right- and left-wing political forces. However, this government quickly
faced instability, culminating in the fall of Dritan Abazovi¢, Montenegro’s first Albanian prime
minister. Abazovi¢’s controversial agreement with the Serbian Orthodox Church (SOC) granted
extraterritorial rights to the church and other benefits, fueling political tensions and leading to his
downfall. This agreement “granted extraterritorial rights to the Serbian Orthodox Church and a host
of other privileges”, sparking widespread opposition and further political destabilization in
Montenegro (Kuka, 2022).

Following Abazovic’s departure, the 2023 elections failed to produce a clear resolution to
Montenegro’s political polarization, resulting in a coalition government of 11 parties, with Milojko
Spaji¢ as prime minister. However, concerns were raised about the pro-Serbian and pro-Russian
influence within the new government, particularly due to Spajic’s ties to political actors in
Republika Srpska and Serbia. Igor Dodik, son of Republika Srpska President Milorad Dodik, played
a key role in building Spajic’s party, highlighting the strong influence of pro-Russian and pro-
Serbian forces in Montenegro’s new government (Vijesti, 2024). These developments signal a
worsening of Montenegro’s Western orientation, with a potential shift towards Serbia and Russia,

raising new challenges for the country’s political stability.

The latest census in Montenegro has unveiled external interventions and attempts to manipulate the
national identity structure, particularly through Serbian influence. Political campaigns and the
involvement of the Serbian Orthodox Church have promoted a Serbian identity for the Montenegrin
population, with slogans such as “You are not Montenegrin if you are not Serbian” (Vijesti, 2023b).
Patriarch Porfirije, in a speech in Podgorica, urged Orthodox believers to identify as Serbs to

preserve their national and religious identity (Vijesti, 2024). These actions have been accused of
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being part of an “ethnic engineering” effort, as local politicians like Daniel Zivkovic argue, raising

concerns over the integrity of the census process (Obradovié, 2023).

Serbia’s interference in Montenegro’s census is viewed as part of a broader geopolitical strategy
aimed at altering ethnic balances and undermining Montenegro’s independence. Former President
Djukanovic has claimed that Serbia aims to dismantle Montenegrin national identity to reinforce
the narrative of Montenegro as part of a Greater Serbia (Vijesti, 2023c). Reports of manipulation
during the census process, including the use of erasable pens and falsified voter lists in Podgorica,
have heightened suspicions of a rigged outcome designed to reflect Serbian and Russian
geopolitical interests (Salaj, 2023).

Historically, census data reveal a significant increase in Montenegro’s Serbian population,
particularly following the dissolution of Yugoslavia. The percentage of Serbs in Montenegro rose
from 1.8% in 1948 to 28.7% in 2011 (Statistical Office of Montenegro - MONSTAT, n.d.). This
demographic shift is closely linked to Serbia’s geopolitical strategies, providing both Serbia and its
ally Russia with a tool to destabilize the region. The limited release of census results and the lack
of transparency from Monstat have further fueled suspicions of census manipulation, casting doubt

on the integrity of Montenegro’s national identity and independence.

The hybrid warfare employed by Russia, in cooperation with its proxy Serbia, against Montenegro
has been remarkably sophisticated, utilizing democratic mechanisms to further its aims. Through
electoral procedures, cultural and religious influence, political manipulation, and ethnic
engineering, Russia has succeeded in positioning pro-Russian and pro-Serbian politicians at the
helm of Montenegro’s institutions. This strategy introduces a new element that we define in the
paper “Geopolitical Risks and Reconfigurations: Serbia and the Challenge to Montenegro’s
Stability” as “electoral geopolitics”. This term encapsulates how elections can be weaponized as a
geopolitical tool to destabilize nations and shift their strategic alignment.

For more information on the hybrid warfare strategies of Russia and Serbia in Monenegro, please
refer to the cited work (Kugi, 2024).
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Case Study 2: North Macedonia

In the last decade, Russia has consistently sought to destabilize North Macedonia and block its
integration into NATO and the European Union. Leaked documents from the Organized Crime and
Corruption Reporting Project (OCCRP) and its partners show that Russian diplomats and agents
recruited Macedonian officials and financed media outlets, including those with anti-Albanian
rhetoric, in an attempt to create a state politically dependent on Russia (Belford et al., 2017).
Furthermore, Russia has funded Pan-Slavic activities through the Serbian Church and built new
structures, such as churches and crosses in the Russian style, to deepen its cultural influence. The
policies of the VMRO-DPMNE under Nikola Gruevski supported this pro-Russian and pro-Serbian
orientation, contributing to the refusal of sanctions against Russia after the annexation of Crimea in
2014 (Mujanovi¢, 2018).

Following Gruevski’s fall, Russian influence was severely diminished, but Moscow continued its
efforts to thwart the Prespa Agreement, which changed the country’s name and paved the way for
Euro-Atlantic integration. According to intelligence documents, agents of Serbia’s BIA and pro-
Russian Macedonian deputies cooperated to destabilize the country and promote an anti-NATO
agenda (Noack, 2021). Despite these efforts, Zoran Zaev’s victory in the subsequent elections
marked a significant shift, temporarily curbing Russian and Serbian influence in the region and

clearing the way for North Macedonia’s pro-Western orientation.

Russia’s engagement in obstructing North Macedonia's progress toward NATO and the EU has been
marked by continuous efforts to interfere in its relations with neighbouring states, disrupt diplomatic
processes, and influence public opinion. By leveraging historical and ethnic tensions in the region,
Russia has employed various tactics, such as financial backing of anti-NATO actors and supporting
the disruption of the name agreement with Greece. Russian diplomats were reportedly involved in
corrupting Orthodox religious figures and senior officials to prevent improving relations between the
two countries (Deutsche Welle, 2018; Benakis, 2018), which led to the expulsion of Russian
diplomats from Greece (Nedos, 2018). In 2018, the Russian ambassador to North Macedonia warned
that joining NATO would turn Skopje into a target for Russian attacks if Moscow felt threatened
(Drapak, 2023). These actions align with Russia’s broader Balkan strategy, where support for pro-
Russian groups and the use of Serbia as a proxy have been part of its policy to destabilize the region

(McBride, 2023).
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Russian intervention also extends to efforts to deepen divisions between North Macedonia and
Bulgaria, aiming to undermine progress towards Euro-Atlantic integration. As Daniel Suter points
out, Russia has, for decades, exerted diplomatic, propaganda, and intelligence pressure to portray
North Macedonia as a victim of its neighbours, such as Bulgaria and Greece, accusing the Skopje
government of capitulating to Bulgarian demands (Sunter, 2020). Despite a compromise mediated
by France, Macedonian public opinion remains sceptical, with a majority opposing the current EU
integration conditions (Ankera Ha UIINC, 2022). As tensions between North Macedonia and
Bulgaria persist, Russian influence has fueled the rise of pro-Russian and pro-Serbian political
parties, such as VMRO-DPMNE and Levica, which oppose NATO and EU membership, particularly

based on agreements influenced by Bulgaria.

The war in Ukraine has renewed interest in North Macedonia, especially in the context of the
expulsion of Russian diplomats from the country. Since the start of Russia’s invasion of Ukraine,
North Macedonia has declared several Russian diplomats “persona non grata”, as part of an effort to
limit Russian influence in the Balkans. This stance aligns with Western efforts to counter Russian
and Serbian ambitions in the region, which are based on the ideological projects “Russky Mir” and
“Serpski Svet”. According to analyst Vuksanovic (2018), Russia seeks to undermine Western

unipolarity in the Balkans, using Serbia as a “proxy” to advance its multipolar world order.

The Russo-Serbian influence is reflected not only in the diplomatic sphere but also in the political
discourse in the Balkans. In North Macedonia, this tandem’s influence has manifested through
propaganda promoting fears of the creation of a “Greater Albania” in upcoming parliamentary
elections. This strategy is part of a broader effort to halt the advancement of Balkan countries toward
NATO and the EU, aiming to create a concert of powers based on a multipolar order (Secrieru, 2018).
In this context, Serbia and Russia mutually benefit, with Serbia acting as an intermediary to advance

shared ideological and geopolitical agendas.

The dissatisfaction of North Macedonia’s citizens with the government and the perception of its
limited international influence have created space for external actors, including Russia, China, and
Turkey, to exert influence. Frustration with the European Union has created a vacuum in which
Russia and other actors capitalize on internal grievances for geopolitical purposes (Rechica, 2023).

The “Skopje 2014” project of the Gruevski government is an example that demonstrates large-scale




Octopus Journal — Institute for Hybrid Warfare Studies “OCTOPUS”

construction efforts, but also deep-seated corruption, creating a general atmosphere of economic and

social stagnation (Dimitrievska, 2024).

Russian and Serbian interference in the region was also seen in the context of Montenegro’s 2020
elections, which ousted a pro-Western government, serving as a warning for potential future impacts
in North Macedonia. Corruption and economic stagnation have fueled citizen dissatisfaction with
pro-Western parties, creating space for the rise of anti-Western political forces (Brey, 2023). This
dissatisfaction with the government and the EU, along with the erosion of “uzurpocracy”, has fueled
anti-Western sentiments, making North Macedonia and the region vulnerable to Russian-Serbian

interference.

The 2016 elections in North Macedonia marked a significant shift in the country’s political
orientation, moving from a pro-Serbian and pro-Russian regime to a pro-Western approach. Ljubco
Georgievski’s campaign, with the slogan “Stop the Serbian assimilation of the Macedonian nation”
(Filipovic & Pejic, 2015), sparked internal tensions, dividing Macedonian politics and accelerating
the fall of Gruevski’s regime and VMRO-DPMNE. The involvement of ethnic Albanians as a key
factor in this transformation towards a pro-Western perspective was crucial, reinforcing North
Macedonia’s new orientation towards European integration. Electoral elections that were held in
May 2024, brought to power the opposition VMRO-DPMNE which immediately began to show

serious pro-Russian and pro-Serbian tendencies starting from the non-recognition of the name.

Electoral processes have transitioned from internal issues to a significant geopolitical factor,
particularly in the context of countries with fragile democracies like North Macedonia and
Montenegro. These processes have become battlegrounds for hybrid warfare, employed by autocratic
regimes like Russia and Serbia, which seek to manipulate elections to influence alliances and
strategic orientations of other nations. The manipulation of democratic processes is a manifestation
of hybrid warfare, where political, economic, and informational strategies are used to achieve

strategic objectives.

For more information on the hybrid warfare strategies of Russia and Serbia in North Macedonia,

please refer to the cited work (Kugi, 2024).




Octopus Journal — Institute for Hybrid Warfare Studies “OCTOPUS”

Conclusions

This analysis of Russia’s hybrid warfare strategies in the Western Balkans has revealed the complex
interplay of historical, cultural, and geopolitical elements that inform Moscow’s strategic
manoeuvres. The results highlight several key conclusions that contribute to a nuanced
understanding of the nature, effects, and wider ramifications of Russia's activities in the region.

1. Bifurcated nature of hybrid warfare
Russia’s hybrid warfare encompasses both overt and covert tactics, employing state-run media,
military alliances, and proxy groups to create instability in the region. Overt actions include the use
of media platforms such as Sputnik and Russia Today, alongside military cooperation with Serbia
and Republika Srpska. Covertly, Russia influences political landscapes through non-state entities
like the Serbian Orthodox Church and pro-Russian factions, enabling Moscow to sustain
plausible deniability while pursuing its geopolitical aims. This bifurcation renders hybrid warfare
an effective mechanism for shaping the political and social dynamics of the Western Balkans

without engaging in direct conflict.

2. Exploitation of regional vulnerabilities
Russia’s approach leverages enduring weaknesses within the Western Balkans, such as ethnic
discord, unstable political frameworks, and economic fragility. By exacerbating local discontent,
Russia aims to obstruct the region’s progression towards NATO and the European Union. This
exploitation presents a dual challenge: it erodes regional governance mechanisms and fosters
broader instability, rendering the area vulnerable to external manipulation, which further

complicates international initiatives aimed at stabilizing Southeast Europe.

3. Impact on electoral processes and democratic integrity
A critical element of Russia’s hybrid warfare strategy is the interference in electoral processes
within nations like Montenegro, North Macedonia, Bosnia and Herzegovina, and Serbia, but exist
cases also in Kosovo. By bolstering pro-Russian groups and undermining pro-Western candidates,
Moscow actively alters the political dynamics to its advantage. This tactic not only diminishes
democratic integrity but also sustains a cycle of political instability that obstructs the region’s
efforts to establish democratic norms and institutions. Russia’s manipulation of electoral processes

illustrates the perilous intersection of hybrid warfare and electoral geopolitics, where democratic
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mechanisms are exploited to further geopolitical ambitions.

4. Broader geopolitical implications
The hybrid warfare employed by Russia in the Western Balkans signifies a larger geopolitical
strategy aimed at altering global power relations. This approach extends beyond the Balkans,
reflecting Moscow’s overarching goal of fostering a multipolar world order that contests Western
hegemony. Through a blend of media manipulation, cultural outreach, and clandestine operations,
Russia seeks to erode the institutional foundations of NATO and the European Union, thereby
establishing spheres of influence that may result in a reconfiguration of geopolitical alliances

throughout Eurasia.

5. Need for enhanced Western engagement.
The paper highlights the pressing necessity for a unified Western response. Russia’s hybrid
strategies, though often subtle, pose a considerable risk to regional sovereignty and the process of
Euro-Atlantic integration. A proactive and multifaceted strategy—incorporating improved
intelligence sharing, robust cybersecurity initiatives, and support for independent media—is vital
for counteracting Russian influence. Furthermore, strengthening resilience within democratic
institutions and civil society is crucial to countering the impacts of disinformation campaigns and

external meddling, thereby safeguarding the Western Balkans from further destabilization.

6. New paradigm of conflict: Hybrid Warfare and regional sovereignty
The hybrid warfare strategies utilized by Russia in the Western Balkans represent a novel paradigm
of conflict, wherein unconventional tactics such as cyberattacks, media manipulation, and proxy
alliances play a pivotal role in achieving strategic objectives. These operations take advantage of
the region’s institutional vulnerabilities and lingering ethnic tensions, complicating efforts to
stabilize and integrate the Western Balkans into the global security framework. Addressing these
complex threats will require more than mere military deterrence; it will demand a holistic strategy

that encompasses diplomatic, economic, and informational dimensions.

7. Dynamic characteristics of hybrid warfare
The paper indicates that Russia’s approach to hybrid warfare in the Western Balkans is
characterized by its dynamic nature, adapting to both local and international changes. Russia

employs a range of strategies, including soft power, intelligence collaboration, and military
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partnerships with both state and non-state entities to sustain its influence in the region. In response
to this shifting threat

)
) . [gg Sraterun landscape, countries
Overt .
= & Tactios in the  Western
~ ~ sl Military
_{ Biurcated J_ Alliances Balkans must enhance
ature
- - - -
(" covert ) Influence their institutional
— 5/‘ Tovtgr g through Non-
(5T ) steieEniities | resjlience,  improve
)
'd ™
—s| Vg, Ethnic cybersecurit
. Exploitation L %S Discord ) y y
&Y of Regional measures and
Vulnerabilities ( Political ) !
N .r@; 0I1IC§|. i
| Imstability ) cultivate stronger
Ui | connections with
. - 1@, Pro—WeStern
Impact on L (Tt LK ) Euro-Atlantic
> %9 Electoral - -
| Pheessis .. Bolstering organizations to
eEEs ¥ Pro-Russian
C'vyb?d Groups ) mitigate their
arrare
( Broader ) (. Challenging ) Susceptlblllty to
—> @ Geopolitjcal ¢, D Western
el external interference.
Unified ) .
p . £83 Western In conclusion, the
Need for L Response .
5/ @ Enhanced 5 hybrid warfare
Western s ~
E t __ Strengthening .
noegemen ) &% Democratic strategies employed
Institutions . .
- by Russia in the
Adaptation
{ to Local Western Balkans
Dynamic Changes
o~ Characteristics - / i
& e — . exemplify a complex
Warf: aptation .
e @ 0 and flexible
%3 International .
Changes ) approach designed to

Figure 6: Tactics of hybrid warfare of Russia against Western Balkan undermine regional

stability and
obstruct integration into Western frameworks. The geopolitical consequences of these actions reach
beyond the immediate area, affecting global security considerations. Therefore, comprehending and
addressing Russia’s hybrid warfare is crucial not only for the stability of the Western Balkans but
also for the protection of international security against the backdrop of evolving, unconventional

threats.
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